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When connecting products such as printers to a network, it is important to configure appropriate settings in a 
protected network environment to guard against external threats such as unauthorized access. 
The IP filtering function is a fundamental and effective method for enhancing network security. By utilizing this feature, 
you can allow or deny access from specific IP addresses, making it possible to prevent unauthorized access and 
external attacks in advance. 
This document explains how to configure IP filtering settings for each product. Use this document as a reference for 
security measures. 
Note that the setup method varies depending on the product. Refer to the table below and configure the appropriate 
settings for your product. 
 

Model Name Setup Method 

TM-H6000V B 

TM-H6000VI A 

TM-L100 B 

TM-m10 C 

TM-m30 C 

TM-m30II B 

TM-m30II-H B 

TM-m30II-NT B 

TM-m30II-S B 

TM-m30II-SL B 

TM-m30III A 

TM-m30IIIC A 

TM-m30III-H A 

TM-m50 B 

TM-m50II A 

TM-m50II-H A 

TM-P20II A 

TM-P80II A 

TM-P80II Auto Cutter Model A 

TM-T20III C 

TM-T20IIIL C 

Model Name Setup Method 

TM-T20IV C 

TM-T20IV-L C 

TM-T20IV-SP C 

TM-T20X C 

TM-T20X-II C 

TM-T81III C 

TM-T82III C 

TM-T82IIIL C 

TM-T82IV C 

TM-T82IV-L C 

TM-T82X C 

TM-T82X-II C 

TM-T83III C 

TM-T83IV C 

TM-T88VI B 

TM-T88VII A 

TM-T88VI-iHUB B 

TM-T100 C 

UB-E04 C 

UB-R04 C 

UB-R05 C 
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 NOTE   

See the following website for more information about Epson security initiatives. 
 https://support.epson.net/security/en/index.html 
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Setup Method A 

 
Use Web Config to configure IP filtering. 
 
This section explains how to configure IP filtering, assuming that the IP addresses are set as follows. When configuring 
the settings, change the IP address settings according to the environment you are using. 

 
IP address for device allowed to communicate:  192.168.192.10 
Printer IP address:    192.168.192.143 

 
The configuration procedure is shown below. 
 

1 Start Web Config by entering the printer's IP address in your web browser. 
 
https://192.168.192.143/ 
 
For more information about how to start Web Config, refer to the detailed instruction manual for each 
product. 
 

2 After starting Web Config, select [Advanced Settings]. 
 
 
 
 
 
 
 
 
 
 

 

  

https://192.168.192.143/
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3 Select [Administrator Login]. When the "Administrator Login" screen appears, enter the 
password and select [OK]. 
The default password varies depending on the printer. For more information, refer to the Technical 
Reference Guide for each printer. 

 

 
 
 
 
 
 
 
 
 

4 Select the [Network Security] tab and then select [Basic] under [IPsec/IP Filtering]. 
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5 Select the [Default Policy] tab and configure the settings as shown below. 

 

Item Name Setting Value 

IPsec/IP Filtering Check [Enable] 

Default Policy Access Control Select [Permit Access] 
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6 Select the Group Policy [1] tab, check [Enable this Group Policy], and configure the settings as 
shown below. This setting configures the devices that are allowed to communicate. 

 

Item Name Setting Value 

Access Control Select [Permit Access] 

Local Address (Printer) Select the printer's IP address [192.168.192.143] or [Use auto-obtained 
IPv4 address (192.168.192.143)] 
(192.168.192.143 might vary depending on the network environment) 
If IPv6 is enabled, IPv6 can be selected 

Remote Address (Host) Specify the IP address or FQDN of devices that are allowed to 
communicate 

Method of Choosing Port Select [Service Name] or [Port Number] 

Service Name When you select [Service Name] in [Method of Choosing Port], check 
[Any] 

Transport Protocol When you select [Port Number] in [Method of Choosing Port], select [Any 
Protocol] 
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7 Select the Group Policy [2] tab, check [Enable this Group Policy], and configure the settings as 
shown below. This setting blocks communication with devices other than those specified in 
Group Policy [1]. 

 

Item Name Setting Value 

Access Control Select [Refuse Access] 

Local Address (Printer) Select the printer's IP address [192.168.192.143] or [Use auto-obtained 
IPv4 address (192.168.192.143)] 
(192.168.192.143 might vary depending on the network environment) 
If IPv6 is enabled, IPv6 can be selected 

Remote Address (Host) Leave blank (all hosts) 

Method of Choosing Port Select [Service Name] or [Port Number] 

Service Name When you select [Service Name] in [Method of Choosing Port], check 
[Any] 

Transport Protocol When you select [Port Number] in [Method of Choosing Port], select [Any 
Protocol] 
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8 After you have completed the settings for Group Policy [1] and [2], select [Next]. When the input 
confirmation screen appears, select [OK]. 
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9 When "Shutting down. Restarting communication may take a few minutes. ....." is displayed, 
the configuration of IP filtering is complete. 

 

 

 
 
 
 
 
 
 
 

 
 NOTE   

- Individual policies have priorities, with "1" being the highest priority. The larger the number, the 
lower the priority. 

- If incorrect settings are applied, devices such as POS terminals will no longer be able to access 
the printer. If you have configured a setting incorrectly, use the "Initialize Interface" function. For 
more information about how to use the "Initialize Interface" function, refer to the detailed 
instruction manual for each printer. 
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Setup Method B 

 
Use EpsonNet Config (Web version) to configure IP filtering. 
 
This section explains how to configure IP filtering, assuming that the IP addresses are set as follows. When configuring 
the settings, change the IP address settings according to the environment you are using. 

 
IP address for device allowed to communicate:  192.168.192.10 
Printer IP address:    192.168.192.143 

 
The configuration procedure is shown below. 
 

1 Start EpsonNet Config (Web version) by entering the printer's IP address in your web browser. 
 
https://192.168.192.143/cipfilter.htm 
 
For more information about how to start EpsonNet Config (Web version), refer to the detailed user manual 
for each product. 
 

2 On the authentication screen, enter your username and password. 
 
The user name is "epson", and the default password varies depending on the printer. For more information, 
refer to the Technical Reference Guide for each printer. 
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3 Configure the settings as shown below, and then click [Send]. 

 

Item Name Setting Value 

IP/Port Filtering Enable 

IP Filtering -> Access Control Allow 

IP Filtering Rule1 : 192.168.192.10 (This might vary depending on the 
network environment) 
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4 Select [Reset] and wait for the printer to restart. 
 
The configuration of IP filtering is complete. 

 

 
 
 
 
 
 
 
 

 
 NOTE   

If incorrect settings are applied, devices such as POS terminals will no longer be able to access the 
printer. If you have configured a setting incorrectly, use the "Initialize Interface" function. For more 
information about how to use the "Initialize Interface" function, refer to the detailed instruction 
manual for each printer. 
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Configuration Method C 

 
The printer itself does not have an IP filtering function. 
To restrict unauthorized devices from connecting to the printer, the user must ensure a secure environment. 
 
Example of Internet Connection 
Do not connect the product directly to the Internet. Instead, connect it to a network that is protected by a firewall or 
similar security measures. At that time, we recommend using a private IP address. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In addition to printing, the product's network features also include management interfaces such as the Web 
management screen (EpsonNet Config (Web version)). At Epson, we conduct vulnerability testing and strive to ship 
products free of vulnerabilities. However, if you connect directly to the Internet, you might face unexpected security 
risks to your network and the devices connected to it, such as unauthorized operations or information leaks. 
 

 
 NOTE   

See the following website for more information about Epson security initiatives. 
https://support.epson.net/security/en/index.html  
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