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Guide to This Manual > Trademarks

Guide to This Manual

Using This Manual

This product complies with the cybersecurity requirements of the European Radio Equipment Directive (RED). As
a result, some specifications differ from those stated in the User's Guide.

This manual is a supplementary manual that summarizes those changes. See the User's Guide included with the
product in addition to the explanations here.

Whilst we do not recommend disabling the RED compliant default settings (as this may result in reducing security
of your product and environment), as a user of your product you may choose to disable default settings as
described in this Guide.

Notes on This Manual

U This manual is provided as a common guide for Epson products, so the menu structure and screens of your
product may differ. Note that the instructions may not be completely the same, and that the features described
may not be installed in your product.

(U This manual and the User's Guide provided with the printer are subject to change without notice, and we do not
guarantee that the product's operation will match the manuals.

©2025 Seiko Epson Corporation

Trademarks

U Microsoft, Windows, and Windows Server are trademarks of the Microsoft group of companies.
1 Apple, Mac, OS X, AirPrint are trademarks of Apple Inc., registered in the U.S. and other countries.

[ Use of the Works with Apple badge means that an accessory has been designed to work specifically with
the technology identified in the badge and has been certified by the developer to meet Apple performance
standards.

O The Mopria™ word mark and the Mopria™ Logo are registered and/or unregistered trademarks of Mopria
Alliance, Inc. in the United States and other countries. Unauthorized use is strictly prohibited.

3 Wi-Fi® and Wi-Fi Direct® are registered trademarks of Wi-Fi Alliance®.
U OpenAPI™ is trademark of Linux Foundation, registered in the United States and other countries.

3 The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc. and any use of
such marks by Seiko Epson Corporation is under license.

J General Notice: Other product names used herein are for identification purposes only and may be trademarks
of their respective owners. Epson disclaims any and all rights in those marks.
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Epson Product Security Policy

For more information about Epson's security efforts, see the following website. The Security Guidebook posted on
the website provides information about the security features built into the product.

https://support.epson.net/security
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Changes in the Enhanced Security Specifications > changes in the Printing Features > Default Va...

Changes in the Enhanced Security
Specifications

Changes in the Supported Operating Systems

Operating systems older than the following are no longer supported.
U Windows

Windows 7

Windows Server 2008
O Mac OS

Mac OS X 10.9.5

Changes in the Printing Features

EpsonNet Print (Windows)

The specifications for EpsonNet Print (Windows) that are set when printing over a network have been changed as
follows.

O IPPS printing is supported.

) IPv6 is supported.

Related Information

= “Adding the Print Queue Manually in Windows” on page 16

Default Value of the Product's Printer Port

The default settings for the product's printer ports (RAW, LPR, WSD) have been changed to disabled. Due to these
changes, the printer driver's network printing uses the IPP port.

If you are concerned about print speed when printing large volumes, see the related information below. You can
change the product's printer port settings from Web Config.

Note:
See the Security Guidebook for information on the security risks involved when enabling protocols and features.

Related Information

= “Printing is too Slow for IPPS Printing” on page 14
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Changes in the File Sharing and Transfer Features

File Sharing Feature

The default setting for File Sharing has been changed to Disable.

By default, you cannot share files on external memory devices connected to the product, such as memory cards or
USB storage, or on shared network folders.

When the settings Use Microsoft network sharing and File Sharing are available on Web Config:
Select Enable for File Sharing. (The default setting is Disable.)
Web Config screen > Network tab > MS Network

EPSON Series
Status Print Scan/Copy Fax Network Network Security Product Security Device Management Epson Open Platform Eps
Basic I MS Network
Wi-Fi
Wired LAN
WiLFi Direct Use Microsoft netwerk sharing _ _
Email Server SME1.0 ® Enaple O Disable
»Basic - -
»Connection Test (Flle Sharing : ® Enaple ) Disable )
LDAP Server
»Basic (Primary Server) Yser Name : |
»Connection Test (Primary Server) Password : [
»Basic (Secondary Server) Encrypted Communication : Enable Disable
»Connection Test (Secondary Host Name - EPSONSDO1IE
Server) Workgroup Name - [WORKGROUP
»Search Settings (Contacts) Access Attribute - ® Read only ) ReadWrite
Kerberos Settings Shared Mame(USB Host) |USBSTORAGE
MS Network Note: You can use File Sharing only with SMB 3.0 or later communication protocel when Encrypted Communication is enabled

) Note: If you need to change the Host Name, change the Device Name in the Netwerk Settings
Epson Connect Services

AirPrint Setup
Universal Print

Setting Items: File Sharing

When only the setting Use Microsoft network sharing is available on Web Config:

Select Use Microsoft network sharing. (This is cleared by default.)



Changes in the Enhanced Security Specifications > Changes in the File Sharing and Transfer Featur...

Web Config screen > Advanced Settings > Services > MS Network

EPSON XX-XXXX Series

T [

G Lhs Wacrosol notwork ahading
BroduciStatus —

vk Slahus SMBEMES - .
Usrio it Eﬁmummmm-

f i

Desabls
Désabla
* Disable

[ Motwark Seftings Usor Nano -
Password :
Host Mamsp : EPSONASCIDS
S Nnhwork Wotkgroup Namo WORKGROUP
Bataod Scag Acoess Atitado Road Ondy
il IDeeg Blobe: If yoiu noad 10 changt e Most Nama, changs B0 Dovics Mama in the Nebwork Soltings.
[ Syslom Soltings o
B Adrrinistrator Soltings
Bk Sotlingd
Epson Connoct Senvices
DNEProcy Solup
Femware Uipdate
ool Coitficals Updats
AaPried Solup
Product Status -

Setting Items: Use Microsoft network sharing

Note:
For instructions on how to start Web Config, see the User's Guide provided with the printer.

File Transfer Feature

The default settings for the file transfer feature of Scan to XXX have been changed to Disable. Supported functions
vary depending on the model.

The following functions are not available in the printer's default settings.

1 Scan to Network Folder/FTP

[ Storage to Network Folder/FTP

1 Scan to Computer
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When using the file transfer features above, enable the following settings:

Web Config screen > Network Security tab > Network Communication Restriction

EPSON XX-XXXX Series Adivisror Log.u
Status Print. Scan'Copy Fax Storage Metwork Mebwork Security Product Security Dievice Management Epson Open Platianm
Protocol

| Network Communication Restriction

CA

Roct Cendcate Upda

e

Save Files 1o 2 Mebwork Felder faabde
S
.3 g aee resinched when s is disabled
sBasat % Folde FTP
Cerificate - Storage 1o Network FolderFTP
»loertihicate - Forward Faues to Network Folder FTP
- Send Fan: Backups 1o Network FoldenFTP
IFsecP Fitesing % b Mebwork FolderF TR
»Basc Scan and Save Files to Computer m raable
»bent Cortfcate Aoms afe restricted when this is disabied
ppe——
IEEEE2.AX - Documend Caplure Pro
»Basc
»Chent Cerdcate
SIMIME

sBasic

Setting Items:
(3 Save Files to a Network Folder

U Scan and Save Files to Computer
Note:
L For instructions on how to start Web Config, see the User's Guide provided with the printer.
Q You can also enable the settings from the following menu on the printer’s control panel.
Settings > General Settings > Network Settings > Advanced > Network Communication Restriction

Settings > Network Settings > Advanced > Network Communication Restriction

-a- Settings
Network Communication Restriction OK
Save Files to a Network Folder Allow
Scan and Save Files to Computer Allow

For details, see the Security Guidebook from the following URL.
URL: https://support.epson.net/security

I \:' l Job Status I Interrupt IP-aneuing 2024-11-01 15:38

Setting Items:

(Q Save Files to a Network Folder

Q Scan and Save Files to Computer
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Changes in the Protocols

TLS Communication with the Printer

The default settings for TLS1.0 and TLS1.1 have been changed to Disable.

Due to this change, printing is no longer possible from older operating systems that do not support TLS1.2 or
higher.

If you want to print from an older operating system, enable TLS1.0/TLS1.1 in the following menu in Web Config.
Web Config screen > Network Security tab > SSL/TLS > Basic
Web Config screen > Network Security Settings > SSL/TLS > Basic

EPSON XX-XXXX series Adminisrator Loo.ul
Stahes Print Scan/Copy Fax Storage Netwerk Hetwork Security Product Security Device Management Ep=on Open Flatform
Prodo -
- | ssuTLs > Basic
CA Certificate
Rool Certificate Lipcale
A5LTLS Encryplion Strength 13800 =
Erantirnrt LITTE an LITFOE & Disable
*Cemfcate s ® Enabie Disatie
TS ® Enable Disable
IEseciR Filtering rase _*' =
»Basi — Craabie
»Chen Cerificate
JEEESRZAX

#Bagk

#Cheni Ceriilicate

Setting Items:
O TLS1.0
O TLS1.1

Note:
For instructions on how to start Web Config, see the User's Guide provided with the printer.

HTTP/HTTPS Protocol

For models that support Epson Open Platform, the default setting for the communication protocol used by
OpenAPI has been changed to HTTPS.

If you are using a service that uses OpenAPI for HTTP communication, select HI'TP Connection in the following
menu.
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Web Config screen > Epson Open Platform tab > Authentication System > Basic

EPSON XX-XKXXX

Adeninisteatar g4 gl

Status Pririt Scan'Copy

Product Key or License Key

Authentication System

nection Test

Authentication Server Error Mode
Setlings

Fax

Siorage Metwark Netwark Security

Device Configuration Tag
Use Cloud Server

Client authentication

User Mame

Paszword

Praxy Server

Cenificate Validation on Browser
Quota Management

When the number of retained logs exceeded the imitation
When unable to access the primary server

Priar Jab

Product Sacurity

Device Management Ep=on Open Platform

Enable  '® Disable
Enable Dizable

use Do Mot Use
Enable ® Disable
Enable @ Disable

® Crverarite the ok logs and confinue the printer operations
Siop the printer operations thal involve logging (Do not overwnite the old logs)

® Show efror messages on the printer's contral panel
Access the secondary server automatically

Allowed ' Nat Allowed

( HTTF Connaction

¥ Disabie
® Allowed ) Mot Allowed

Setting Items:HTTP Connection

Note:

For instructions on how to start Web Config, see the User's Guide provided with the printer.

Changes in the Wi-Fi Auto Connect Feature

For models released before 2017 equipped with firmware that supports enhanced security, Wi-Fi Auto Connect
may not work, causing the Wi-Fi setup to fail. If it fails, follow the instructions on the installer screen and set it up

using the Wi-Fi Setup Wizard.

Changes in the Audit Log Feature

The default setting for the audit log feature has been changed to ON. It has also been added to models that did not
have it. The audit log is useful for tracking security issues such as unauthorized access. We recommend that you

leave it ON, but if you want to turn it OFF, you can change it from the following menu.

Web Config screen > Network Security tab > Audit Log

10
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Web Config screen > System Settings > Audit Log

Administrator Log out

EPSON XX-XXXX Series
Status Print Scan/Copy Fax Storage Network Network Security Product Security Device Management Epson Open Platform
Access Contral Sattings I Audit Log
»Basic
sUiser Setlings
External Interface (Aumllog sefting ® on OFF )
Password Encryption
Audit Leg [

Password Policy :
Application Exports the audit logs to the CSV file
Change Admenistrator Password

Domain Restrictions

i

Deletes all audit logs

=3

Setting Items:Audit log setting

Note:
For instructions on how to start Web Config, see the User's Guide provided with the printer.

1



Troubleshooting > Printing Errors in the Printer Driver > For Windows

Troubleshooting

Describes how to solve problems, such as "the scanned result is not as expected", "scanning quality is poor", and so
on.

Note:
Some items and settings may not be available depending on the scanner you are using.

Read this help for the sections that apply to your scanner.

Communication Error when Transferring Files

If a communication error message appears on the printer's control panel, or if an error code
(313/323/341/411/423) appears on the incomplete job confirmation screen (for models that support Job/Status
on the control panel), follow the instructions on the screen or the solutions below to resolve the error.

(1 Enable the file transfer features.

“File Transfer Feature” on page 7
O Check the network path of the shared folder.

U Print a network connection report to check if the printer is connected to the network.

Note:
For instructions on how to print a network connection report, see the User's Guide provided with the printer.

Printing Errors in the Printer Driver

If an error is displayed in the printer driver's print queue, follow the steps below to resolve the error.

For Windows

7] EPSON WF W Series
Prnter Document \Veew

Docurment Name

e — THET Pages Size Sul

documentiz) in quaue

The following causes and solutions can be considered.
- When performing IPPS printing on an older operating system.
Solution:

If you want to print on an older operating system, change the printer port settings on both the printer and the
printer driver to enable the RAW port (9100) and the LPR port.

12



Troubleshooting > Printing Errors in the Printer Driver > For Mac

Note:
For instructions on how to change the printer port, see the related information links below.

- When performing IPPS printing using an older printer driver that does not support IPPS printing
Solution:

If you are using an older version of the printer driver, try one of the following methods.

1. Update the printer driver to the latest version supporting IPPS printing, and add a print queue supporting
IPPS printing manually. Alternatively, you can uninstall the old printer driver and install the latest version,
which will automatically create a print queue supporting IPPS printing.

Note:

For instructions on how to create and configure a print queue that supports IPPS printing, see the related information
link below.

2. Ifyou want to continue to use the old printer driver, enable the RAW port (9100) and LPR port in the printer
port settings on the printer.

Note:
For instructions on how to change the printer port, see the related information link below.

Related Information

= “Printing is too Slow for IPPS Printing” on page 14

= “Changes in the Supported Operating Systems” on page 5

= “Adding the Print Queue Manually in Windows” on page 16

- Yala) + EPSOM % % |8 Series (1 Job) L

. '060 w « %=
Delete  Hold :

- Printing "Untitled.’

Fanwdna rrint dats

-
r' Communicaticn efror

Statuy Name Semt Completed
© Printing Untitbed Tod 16:47
Solution:

If you want to perform IPPS printing using an older operating system, enable TLS 1.0/1.1 in the printer port
settings on the printer.

Related Information

= “TLS Communication with the Printer” on page 9

13



Troubleshooting > Printing is too Slow for IPPS Printing

Printing is too Slow for IPPS Printing

Printing from an IPP port provides high security, but the printing speed is slower. Enabling and using other
printing ports (WSD, RAW, LPR) may improve printing speed. However, the security level is lower than when
using an IPP port. You can change the printer port from the printer's control panel or in Web Config. Depending

on your printer model, you may not be able to change it from the control panel.

Changing from the Control Panel

Go to General Settings ! > Network Settings > Advanced 2 > Printing Port and set the port you want to use to

Enable.
"1 On some models, this is also displayed as Settings.

"2 On some models, this is also displayed as Advanced Setup.

Changing from Web Config

1. Enable protocols that are disabled in Web Config.
Web Config screen > Network Security tab > Protocol

Web Config screen > Protocol > Services > Protocol

EPSON  XX-XXXXX series

States Frint Scan/Copy Fan Storage Mstwark Mtmoik Secunty Product Secerty Device Managermant Epsen Open Fratiom

| Protocal

SELTLE
=Basic
*Cartiicate
IPsecP Fitenng

Mote: If you need Io change M Deviot Name used on each pralnool and the Bonour Name, change the Dievice Name in the Network Setings
Hyeu g 1ok Lacalion used 0 B (MEAOCoL Chang § i Mo Matiolk Satings

=B
»Cenit Certtica

‘Scanning Timeout {sec; 306

Device Hame

Lecation
LUTD Settings
Bl Enaiis LLTD

Dewca

LLMHA Sefings
EJ Enatie LLWHR

LFR Seilings

Bl ABow LPR Part Frinting
RAWTPRD100) Setings

[ Aow RAWIPorts 109) Friniing

RANWICusiom Part) Satings

Setting Items:

O WSD Settings

O LPR Settings

0 RAW(Port9100) Settings

14



Troubleshooting > Printing is too Slow for IPPS Printing

2. Change the protocol setting for EpsonNet Print Port in the printer driver.

Printer Driver screen > Port tab > EpsonNet Print Port > Configure Port

Epsomblet Pramt X

Configure EpsonNet Print Port

Port Hame SO0 00000 OOUWF-CI00000

[

{® LPR Prictinig
[JConfirm file size

Queug Name: | ENPusus

)y High-Speed Printing (RAW])

DIPP Pricting

ok ]  canca

Setting Items:

O LPR Printing

Selecting Confirm file size performs standard LPR printing. Clearing it performs enhanced LPR printing,
which uses the EpsonNet Print Port at high speed.

O High-Speed Printing (RAW)
Note:

For instructions on how to start Web Config and how to display the printer driver screen, see the User's Guide provided with
the printer.

15



In These Situations > Adding the Print Queue Manually in Windows > When the print queue of the target printer...

In These Situations

A Message is Displayed on the Control Panel

Messages Solutions

If a message prompting you to set up is displayed when you turn on the

product, the file transfer settings are not complete. See the following to
complete the settings.

1 To set up immediately
Follow the on-screen instructions to set up.

If Panel Lock is enabled, enter the administrator password to log in
as an administrator.

1 To check later

See the following for information on how to set up later.

“File Transfer Feature” on page 7

Note:
For information on the default value of the administrator password and how to start Web Config, see the User's Guide
provided with the printer.

Adding the Print Queue Manually in Windows

When the print queue of the target printer does not appear on your
computer:

Follow the steps below to add an EpsonNet Print Port for IPPS printing to the print queue.

1. Start adding the printer.
0 Windows 11

Click Add device on Settings > Bluetooth & devices > Printers & scanners screen in Windows.

O Windows 10

Click Add a printer or scanner from Settings > Devices > Printers & scanners screen in Windows.

J Windows 8.1/8/7/Windows Server 2008

Click Add a printer from Desktop > Settings > Control Panel > Hardware and Sound > Devices and
Printers.
2. Add the printer manually.

U Windows 11
After searching for the printer, click Add manually.

O Windows 10/Windows8.1/8
After searching for the printer, click The printer that I want isn't listed.

16



In These Situations > Adding the Print Queue Manually in Windows > When the print queue of the target printer...

J Windows 7/Windows Server 2008

Click Add a network, wireless or Bluetooth printer > The printer that I want isn't listed.

3. Select Add alocal printer or network printer with manual settings on the Add Printer screen, and then click
Next.

0 Add Printer

Find a printer by other options

{7) My printer is a little clder. Help me find it.

(O) Select a shared printer by name

Browse
Example: Vicomputername)printermame or
hittp:/c pri 'p .printer
() Add a printer using an |P address or hostname
() Add a Bluetocth, wireless or netwark discoverable printer
(@) [Add a lgcal printer or network printer with manual settings) )
e

4. Select Create a new port. Select EpsonNet Print Port as the Port Type, and then click Next.

€ 9 Add Printer
Choose a printer port
A printer port is a type of connection that allows your computer to exchange information with a printes.

(O Use an existing port: LPTI: (Printer Port)

(@) Create a new port:

Type of port: EpsonMet Print Port -

Local Port
|Standard TCR/IP Port

e

5. Select the printer you want to add on the EpsonNet Print Port Wizard screen, and then click Next.

If you cannot find the printer you want to add in the list, select Manual Setting and set the IP address and host
name manually.

- 3
EpsonNet Print [

Add EpsonNet Print Port Wizard

For which printer do you want to add a port?

Printer Model Host Name or 1P Address

Manual Setting

[ ) N/W Settings ” Search Again ]

17



In These Situations > Adding the Print Queue Manually in Windows > When the print queue of the target printer...

Next, follow the on-screen instructions.

When the print queue of the target printer appears on your
computer:

Follow the steps below to add an EpsonNet Print Port for IPPS printing to the print queue.

1. Select the target printer for which you want to add a port from the computer’s setting screen.
0 Windows 11
Select the printer from the list displayed in Settings > Bluetooth & devices > Printers & scanners.
U Windows 10
Select the printer from the list displayed in Settings > Devices > Printers & scanners.
U Windows 8.1/8/7/Windows Server 2008
Select the printer from the list displayed in Desktop > (Settings)> Control Panel > Hardware and Sound >
Devices and Printers.
2. Open the printer properties screen.
U Windows 11

Click Printer properties on the target printer's screen.

O Windows 10
Click Manage for the target printer, and then click Printer properties on the Manage your device screen.
U Windows 8.1/8/7/Windows Server 2008

Right-click the printer icon (print queue), and then click Printer properties.

3. Click the Ports tab, and then select Add Port.

o= EPSON XX-XXXXX Series Properties X
General Shaing Pots  Advanced (Color Management Securty (Optional Settings  Version Information

=B EPSON XX000X Series

Erint to the following port(s). Documents will print to the first free

checked port.
Port Description Printer X
[MLPT1:  Printer Port EPSON XX-XXXXX Series

[ pT2: Printer Port

[CILPT3:  Printer Port

[ com1:  Serial Port

[ comz:  Serial Port

[ CcomM3:  Serial Port

[ cOma:  Serial Port v

Delete Port Lonfigure Port...

4 Enable bidirectional support
] Enable printer pocling

18



In These Situations > Adding the Print Queue Manually in Windows > When the print queue of the target printer...

4. Double-click EpsonNet Print Port.

Printer Ports

Available port types:

EpsonNet Print Port

Local Port
Standard TCP/IP Port

New Port Type... Cancel

Select the printer you want to add on the EpsonNet Print Port Wizard screen, and then click Next.

If you cannot find the printer you want to add in the list, select Manual Setting and set the IP address and host
name manually.

EpsonNet Print

(=)

Add EpsonNet Print Port Wizard

For which printer do you want to add a port?

Printer Model Host Name or IP Address

Manual Setting

[ %I /W settings | [ Search Again |

Next, follow the on-screen instructions.

19



Appendix > List of Network Features Enabled in the Default Settings

Appendix

List of Network Features Enabled in the Default
Settings

Interface
Interface Type Remarks
Ethernet interface Limited to models with Ethernet (RJ-45).
Bluetooth interface Limited to models with a Wi-Fi Auto Connect (Bluetooth) service.
Wi-Fi interface Limited to models with a Wi-Fi Direct (Simple AP) service.
Service
Service Name Service Overview Remarks
HTTP/HTTPS Service to print / obtain device
information / change settings from the
browser.
HTTPS: IPP Print (Epson Service for using the Epson Driver/
IPP Print/Apple AirPrint/ AirPrint/Mopria Print provided by Epson/
Mopria Print) Apple/Mopria.
HTTPS: XML (Apple Service for using AirPrint Scan/Mopria
AirPrint Scan/Mopria Scan) | Scan provided by Apple/Mopria.
HTTPS: Configuration Service for configuring setting such
Service as Epson Connect using Epson's

proprietary protocol.

HTTPS: Firmware Update Service for updating the firmware using
Epson's proprietary protocol.

Internet Scan Protocol Service for performing network Limited to models that support the Epson scan
scanning using Epson's proprietary application.
protocol.

ENPC Service for obtaining or setting

equipment information using Epson's
proprietary protocol.

SNMPv1/v2c Service for obtaining or setting
equipment information.

20




Appendix > List of Network Features Enabled in the Default Settings

Service Name Service Overview Remarks

Wi-Fi Auto Connect Service that applies the Wi-Fi access Limited to models with a Wi-Fi Auto Connect
point connection settings from a PC (Bluetooth) service or Wi-Fi Direct (Simple AP)
or smartphone and connects the service.

equipment to the Wi-Fi network. It

does this by connecting the PC or Follow the instructions in https://epson.sn >

smartphone application to the device Setup to set up.
using Wi-Fi Direct (Simple AP) or The initial settings are valid when connecting for
Bluetooth. the first time.

When the PC, smart device, and printer are
connected by USB, Wi-Fi, or Ethernet, the Wi-
Fi Direct (Simple AP) and Wi-Fi Auto Connect
(Bluetooth) services will stop.

mDNS Service for network device discovery.
SLP Service for network device discovery.
LLTD Service for network device discovery.
LLMNR Service for network device discovery.
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